
Chapter 12
Ethical and Social Issues in Information Systems
Student Learning Objectives
1. What ethical, social, and political issues are raised by information systems?
2. What specific principles for conduct can be used to guide ethical decisions?
3. Why do contemporary information systems technology and the Internet pose challenges to the protection of individual privacy and intellectual property?
4. How have information systems affected everyday life?
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Teaching Suggestions
This is an interesting, stimulating chapter to present in class with the opportunity to create dynamic discussions. Your students will have a variety of opinions about the ethical issues presented in this chapter. You may want to open the discussion by asking if any students have had first-hand experiences with personal data compromises. You may also ask students how they defend themselves against misuse of information systems and data. Most of them probably don’t. 

The opening case, “Behavioral Targeting and Your Privacy: You’re the Target,” shows that technology can be a double-edged sword.  It can be the source of many benefits. It can also create new opportunities for breaking the law or taking benefits away from others.  The Web has created new opportunities and challenges regarding privacy issues. It has also created struggles between businesses and users regarding the vast amounts of data that are collected from Web surfing. The misuse and abuse of data also creates moral and ethical dilemmas that students are likely to face in the workplace. You might ask students two questions: Which is more important to you from an individual standpoint – the monetary interests of online advertisers and search engines or protecting personal data as much as possible? Or, which is more important to you from a business standpoint if you were paying for Web advertising placements – the monetary interests of online advertisers and search engines or protecting personal data as much as possible?
In November, 2009, Google released a dashboard application that allows users to access the search engine’s database and discover some of the data that have been accumulated over the years. You may want to encourage students to use this service so they can get a first-hand account of some of their online activities. If you have a Google account, log into it, and then look in the upper right hand side for “My Account”. Click on that and the account page comes up. Look for the dashboard link.
Section 12.1, “Understanding Ethical and Social Issues Related to Systems.” Many people do not want to discuss or even think about technology-related ethical and social issues, at least not until a large scandal takes place such as the ClickPoint data compromise that happened several years ago.  However, the use of new technology always presents these kinds of problems. Throughout this chapter it is imperative that you discuss these issues so that students can see both the positive and negative sides of technology. It’s important for students to understand that almost every technology improvement opens the door to potential misuse and abuse. Table 12-2 discusses the downside of recent technology trends.

Ask your students to use Figure 12-1 to identify what they feel would be the five moral dimensions of information systems as it relates to their school.  When asking them to complete this project, stress to them that the main management challenges posed by the ethical and social impact of information systems are the need to understand the moral risk of new technology and the difficulty of establishing corporate ethics policies that address information systems issues.  For each of the five moral dimensions of information systems, corporations should develop a corporate ethics policy statement to guide individuals and to encourage appropriate decision making.  The policy areas are as follows: (1) information rights and obligations, (2) property rights and obligations, (3) system quality, (4) quality of life, (5) accountability and control.

Section 12.2, “Ethics in an Information Society.”  This section provides the basic concepts of responsibility, accountability, and liability as they apply to information system issues. It’s easy to blame problems on the computer system but you should remind students that behind every computer is a human being. People have the responsibility to make wise decisions about how information systems are used and how data are protected against abuse and misuse. Using the five-step process outlined in the subsection “Ethical Analysis” leads the way to abiding by the ethical principles. You may want to review how codes of conduct apply to each information system user and manager.
You may want to discuss recent legal activity regarding Twitter postings and Web postings. Lawsuits alleging slander and libel have been filed against people posting tweets that target individuals and businesses. Even though most of these lawsuits have not been settled, students should understand the accountability issues with everything they do and say on the Internet. 

Section 12.3, “The Moral Dimensions of Information Systems.”  This section is designed to teach students how they should protect information systems and data. While most people immediately think of their own data, students should understand they will have a responsibility to protect other people’s data once they enter the workforce. 
Regardless of how many laws governments pass, they are only as effective as those people who abide by them. Compare the opt-out privacy practices of U.S. companies versus the opt-in privacy policies practiced in European Union countries. Have students give examples of how U.S. companies would have to change their business processes to accommodate EU rules. 

This section provides more detail about the five moral dimensions mentioned in the first section. Information technology makes it very easy to violate each of the dimensions. It’s important for students to understand that intellectual property rights extend to most of the content they’ll find on the Internet. Ask students how they would feel if they spent hours and hours creating content only to find out that someone else had swiped it and used it without permission or remuneration. When discussing accountability, liability, and control, ask students if they have first-hand experience with data errors. Examples might include credit bureau errors, checking account errors, or incorrect information recorded in their student records. If so, ask them to explain the kinds of problems they experienced because of the errors. Then ask them to explain who they think should be responsible for detecting and correcting the errors. 
Interactive Session: People: The Perils of Texting: Path to Prison
Case Study Questions:

1.  Which of the five moral dimensions of information systems described in the text is involved in this case? 
It appears there are two moral dimensions most involved in this case:  accountability, liability and control; and quality of life—equity, access, and boundaries. 
Accountability and Control: People who talk or text on cell phones while driving are being charged with serious criminal charges including murder or involuntary manslaughter. In Utah, drivers crashing while texting can receive 15 years in prison. Utah’s law assumes that drivers understand the risks of texting while driving. In other states, prosecutors must prove that the driver knew about the risks of texting while driving before doing so. Lawmakers are getting tougher on drivers who continue to ignore the accountability, liability, and control issues associated with a practice they know is dangerous. Studies show that drivers know that using the phone while driving is one of the most dangerous things you can do on the road, but refuse to admit that it’s dangerous when they themselves do it.
Quality of Life: Experts lament that excessive texting on cell phones is threatening close social relationships of people, especially young people. The practice seriously impacts users’ quality of life issues by weakening social and familial institutions. Family and friends historically have provided powerful support mechanisms for individuals, and they act as balance points in a society by preserving private life, providing a place for people to collect their thoughts, allowing people to think in ways contrary to outsiders, and to simply dream. Excessive texting impacts social relationships, school work, and sleep patterns of young people. 

2. What are the ethical, social, and political issues raised by this case?
Ethical:  Even though drivers know that using the phone while driving is one of the most dangerous things they can do on the road, they refuse to admit that it’s dangerous when they themselves do it. A survey by Vlingo, a developer of voice-driven mobile phone applications, found that 26 percent of phone users admitted to texting while driving, but 83 percent said that the practice should be illegal, which means at least some portion of people are engaging in a practice they feel should be outlawed. Basically, people are saying that it’s okay if they do it, but no one else should. 
Social: Teenagers are particularly prone to using cell phones to text because they want to know what’s happening with their friends and are anxious about being socially isolated. Consequently, of users that text while driving, the 18-29 age group are by far the most frequent texters. Correspondingly, the majority of accidents involving mobile device use behind the wheel involve young adults. However, excessive texting causes other problems with younger users including anxiety, distraction, failing grades, repetitive stress injuries, and sleep deprivation. 
Political: The National Highway Traffic Safety Administration determined in 2003 that talking on the phone while driving is equivalent to a ten point reduction in IQ and a .08 blood alcohol level. Hands-free sets were ineffective in eliminating risk because the conversation itself is what distracts drivers, not holding the phone. Related studies indicated that drivers that talked on the phone while driving increased their crash risk fourfold and drivers that texted while driving increased their crash risk by a whopping 23 times. However, congressmen pressured the NHTSA not to publish its findings immediately and urged the agency to simply gather information, rather than recommend policy changes. 
3.  Which of the ethical principles described in the text are useful for decision making about texting while driving?

The following ethical principles may apply to the decision to text while driving:

· The Golden Rule: if you don’t want other people using cell phones to talk or text while driving, then you shouldn’t either. 

· Immanuel Kant’s Categorical Imperative: if it’s not right for everyone to talk or text while driving, then it shouldn’t be right for anyone. If everyone did it, would the roads and other innocent drivers be safe or survive?

· Utilitarian principle: take the action that achieves the higher or greater value, prioritizing values in a rank order, and understanding the consequences of various courses of action requires that no one take the chance of carrying on this obviously dangerous behavior.

· Risk Aversion principle: taking the action that produces the least harm or the least potential costs would have everyone storing their cell phone until they can use them safely.
MIS In Action

1. Many people at state and local levels are calling for a federal law against texting while driving. Use a search engine to explore what steps the federal government has taken to discourage texting while driving. 
· President Obama signed an executive order Wednesday night (Sep 30, 2009) telling federal employees not to send text messages while driving on the job or in a government-owned vehicle. Also Wednesday, Transportation Secretary Ray LaHood called on state and local governments to pass laws to discourage distracted driving. (accessed on worldlawdirect.com, Nov, 2009)
· Cellular phone companies are eagerly promoting campaigns calling on motorists to avoid text-messaging while driving. But they are not so enthusiastic about a call by AAA to seek a legal ban on the activity. AT&T Chairman and CEO Randall Stephenson launched his company’s campaign last week with a pledge to ban his employees from texting while driving. He said AT&T also would start an initiative focusing on youth, addressing the dangers of texting while driving. “Texting has increasingly become the way to communicate for many people, and the urge to quickly read and respond—even while driving—can be tempting,” said Stephenson. “Our goal is to send a simple, yet vital, message to all wireless users: Don’t text and drive.”
Pioneer Cellular, which provides service in western Oklahoma and southern Kansas, is launching a campaign advising customers to wait until they are at a stoplight before hitting their keypads. General manager Richard Ruhl said, “Pioneer Cellular cares about the safety of our wireless customers while on the road and wants to encourage everyone to avoid any unnecessary distractions when driving.”
Chuck Mai, spokesman for AAA Oklahoma, appreciates the cellular phone companies joining the organization’s efforts to cut down on texting while driving. But AAA is seeking to make texting while driving illegal in all 50 states by 2013. (accessed on www.allbusiness.com, Nov 2009)
· States that do not ban texting by drivers could forfeit hundreds of millions of dollars in federal highway funds under legislation introduced Wednesday in the Senate. Under the measure, states would have two years to outlaw the sending of text and e-mail messages by drivers or lose 25 percent of their highway money each year until the money was depleted. (accessed on www.nytimes.com, Nov 2009)
2. Most people are not aware of the widespread impact of texting while driving across the United States. Do a search on “texting while driving.” Examine all the search results for the first two pages. Enter the information into a 2-column table. In the left-hand column put the locality of the report and year. In the right-hand column give a brief description of the search result, e.g. accident, report, court judgment, etc. What can you conclude from these search results and table?

In all likelihood, search results will vary depending on the search phrase used, the time period in which the search was completed, and the search engine used. You may also want students to survey local insurance companies and determine whether their insurance will cover a claim if they caused an accident while texting or talking on a cell phone. Some insurance companies access cell phone records as part of their accident investigation and are refusing to pay claims if the records show the driver was using his or her cell phone immediately before or during the accident. Police departments are also getting more aggressive about citing cell phone users with serious legal charges if it’s determined the driver was using a cell phone before or during an accident. 
Interactive Session: Organizations: Flexible Scheduling Good or Bad for Employees?

Case Study Questions:

1.  What is the ethical dilemma facing Wal-Mart in this case?  Do Wal-Mart’s associates also face an ethical dilemma? If so, what is it?

Wal-Mart is trying to automate a process that was largely left to people who could make decisions based on personal judgments.  The new Kronus system tracks business data within each store and uses the data to schedule employee work hours. The work schedules compiled by the system are more favorable to the company’s profit margin at each store than to the employees.  That impacts the quality of life for employees.  Wal-Mart must accept responsibility of the potential conflicts its new system may cause employees.
Employees also face an ethical dilemma under the new Kronus system. It may decrease the stability of their jobs and perhaps create financial hardships.  The new system generates schedules that are irregular and unpredictable. That makes it more difficult for employees to schedule their own personal needs and those of their family.  The ethical dilemma they face is whether to cheat on their “personal availability” forms to try to create a schedule that’s favorable to themselves and their families.  Language on the form instructs associates that “Limiting your personal availability may restrict the number of hours you are scheduled.”  That causes conflict for employees—if they cheat on the form they may suffer less hours and less income; if they don’t cheat, they may suffer from irregular schedules.
2.  What ethical principles apply to this case? How do they apply?

Both sides, Wal-Mart and its employees, should be guided by the Candidate Ethical principle of “Do unto others as you would have them do unto you.”  Would Wal-Mart want its employees to treat customers as callously as the employees feel they have been? Do the employees want Wal-Mart cheating against them like many of them might on their availability slips?

Employees must consider Immanuel Kant’s Categorical Imperative.  If every employee cheated on their availability slip, could the organization survive and thrive?

Wal-Mart must consider Descartes’ rule of change.  While the new scheduling system may bring only small changes now, what happens if the corporation continues making similar small changes to the detriment of its employees?  What will those incremental changes do to the employees’ morale in the long run?
3.  What are the potential effects of computerized scheduling on employee morale? What are the consequences of these effects for Wal-Mart?

Obviously, employee morale is and will continue suffering.  Experienced associates with high pay rates have expressed concern that the system enables managers to pressure them into quitting.  If employees are unwilling to work nights and weekends, some justifiably so, managers can replace them with lower cost employees. Managers can avoid paying overtime or full-time wages by cutting back the hours of associates who are approaching the thresholds that cause extra benefits to kick in. Most importantly, associates are almost always people who need all the work they can get.
The consequences of poor morale in the workforce will most likely show up in customer relations.  The employees most likely impacted by the new Kronos system are the very ones that most likely are on the front lines of customer touch points—the cashiers and customer assistants.  Poor treatment of the customer will drive them away from the stores.

4. For what kinds of workers is flexible scheduling a positive benefit, and why?
Flexible scheduling when done right by taking into account the outside demands on employees can be very helpful. Flexible scheduling can allow two parents to share a job, or allow women with young children a schedule that fits in with raising children. 

MIS In Action

Visit the Web site at www.WakeUpWalMart.com and then answer the following questions:

1. What are this group’s major points of contention with Wal-Mart?

It contends that, as the largest retailer in the world, Wal-Mart is a giant company with giant responsibility to all Americans to set the standard for customers (1.4 million), workers and communities, and to help build a better America.  The Web site states that “America’s largest employer must reflect America’s values.”  

The site contends that the American public must force Wal-Mart to adopt policies that serve the public, its employees, and communities before it serves its shareholders.

The site encourages the public to hold Wal-Mart accountable through various campaigns and actions.  It takes an “us-versus-them” approach, painting Wal-Mart as the bad guy and the American public as the good guys.

2. How well does the Web site serve their cause? Does the site help their cause or hurt it?

The site lists over 400,000 supporters of its campaign.  That’s a fairly sizeable number.  On the other hand, it’s only a fraction of the number of employees and customers that Wal-Mart has. The site is well laid out and contains a lot of interesting information that refutes many of Wal-Mart’s own claims of fairness to employees and customers. 
Most of the numbers and facts cited on the Web site are backed up by sources.  That’s important to help maintain credibility and remove the criticism that it’s “just gossip or ranting.”  In that regard, the site probably helps their cause a great deal.

3. What other approach could the organization take to bring about change?

“WakeUpWalMart.com, a union-backed group that has waged an aggressive campaign against Wal-Mart, the nation’s largest retailer, will today name several Democratic political strategists as its new leaders and introduce a fresh round of ads. 

The group, which has attacked the wages, health benefits and labor practices of the nonunionized Wal-Mart, is expected to appoint Meghan Scott, who worked on John Edwards’s presidential campaign, as its deputy campaign manager, giving her day-to-day control. Ms. Scott previously oversaw communications for the American Association for Justice, formerly the Association of Trial Lawyers of America.

WakeUpWalMart, started in 2005 by the United Food and Commercial Workers union, lost its founding leaders months ago when they left to work on Mr. Edwards’s latest presidential campaign. But Ms. Scott pledged that the group was “not backing off.”
“We are going to fight to ensure that Wal-Mart becomes a responsible organization,” she said.

Beginning today, the group will run commercials in 26 television markets suggesting that Wal-Mart’s health coverage is unaffordable, forcing states to devote resources to the company’s workers.”  (The New York Times Online, August 16, 2007, Democratic Advisers Take Posts in Group Opposing Wal-Mart, Michael Barbaro) 
In addition to the actions apparently taken the by WakeUpWalMart.com organization discussed in the article above, the group could work with WalMart to enhance the job scheduling software and take into account personal situations like those employees holding second jobs or attending school. The union-backed organization could also widen its information campaign on the Web and encourage customers to back its positions more forcefully.
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Bottom of Form

Using Wal-Mart’s Web site and Google for research, answer the following questions:

4. How does Wal-Mart address the issues raised by organizations such as WakeUpWalMart.com?
Wal-Mart uses aggressive advertising campaigns to promote itself as “family friendly” by showing how much money it helps save families.  It promotes itself as environmentally friendly and business friendly. It’s Web site contains articles about the company’s charitable contributions. It promotes its support of employment diversity. Wal-Mart’s Web site also contains information about how a community benefits from having a local Wal-Mart store. 

5. Are the company’s methods effective?

Apparently Wal-Mart’s efforts are effective.  The company continues to attract huge numbers of job applications.  It continues to post healthy profits.  It’s continually expanding the number of stores around the nation and around the world.  

6. If you were a public relations expert advising Wal-Mart, what suggestions would you make for handling criticism?
Regarding the new Kronos scheduling system, Wal-Mart should work to make the employees part of the solution by encouraging them to take the less-than-desirable shifts, possibly by paying a small per-hour premium.  Certainly, the company should not use the new Kronos system to punish employees, especially when it’s first implemented.  Wal-Mart should show proof to its employees that the system is not being used to replace workers with less-expensive employees.
Section 12.4, “Hands-on MIS.”
Management Decision Problems
1. USAData’s Web site sells personal data on millions of people without much prior vetting. That is, just about anyone can purchase the data in whatever organized way they want. Do data brokers such as USAData raise privacy issues? Why or why not? If your name and other personal information were in this database, what limitations on access would you want in order to preserve your privacy?
To answer these questions, students should be clear on what constitutes an ethical dilemma. As such, a dilemma is described as two diametrically opposed courses of action that support worthwhile values. There are a number of valid reasons why data is being collected and sold. For example, marketers buy lists of consumers broken down by location, demographics, and interests. Their purpose in doing so is to market their products and services more efficiently. Governments buy data to be used in law enforcement and counterterrorism activities. These practices are done in order to protect the citizens of the country. However, the buying and selling of personal data can have a more sinister agenda. Often this data is bought and sold illegally, and it is used to conduct criminal activity, take benefits away from others, and even cause death and destruction. 

The collection of personal information on individuals and their impending invasion of privacy are bound to have an ethical dilemma attached. One of the most prevalent and discussed elements of these ethical dilemmas has been connected to the invasion of privacy. We live in an “information society” and technology such as data gathering is viewed as being a double-edge sword. For example, after the September 11, 2001 terrorist attacks, ChoicePoint was very instrumental in helping the U.S. government screen candidates for the new federally controlled airport security workforce. However, shortly after that ChoicePoint themselves came under attack for unscrupulous data selling practices. 

2. Small insurance company examines the options businesses have for monitoring employee usage of the Internet. What kind of ethical dilemmas are created for employers and employees when a business monitors the activities of its employees? Calculate the amount of time each employee spends on the Web and then rank the employees in the order of the amount of time each spent online. Do the students’ findings and contents of the report indicate any ethical problems employees are creating? Is the company creating an ethical problem by monitoring its employees’ use of the Internet? Use the guidelines for ethical analysis presented in this chapter to develop a solution to the problems you have identified. 
	User Name
	Total minutes
	Legitimate minutes
	Suspect minutes

	Kelleher, Claire
	248
	96
	152

	McMahon, Patricia
	127
	44
	83

	Milligan, Robert
	155
	
	155

	Olivera, Ernesto
	40
	
	40

	Talbot, Helen
	260
	35
	225

	Wright, Steven
	38
	15
	23


While it appears that most of the employees are using the Internet for non-business reasons, managers must be cautious about making accusations based on raw data. For instance, while Talbot may clearly be visiting personal, non-business Web sites like Nordstroms and eBay, perhaps she was asked by her supervisor to find a gift for another employee’s birthday. Employee Wright spent 15 minutes on the autobytel.com Web site. This could very well be a legitimate use of the Internet since this is an insurance company. At first glance it appears that McMahon is abusing her Internet usage. But she may be spending 83 minutes on the iTunes site at the request of her boss. 
The point is, managers may be creating not just an ethical problem but relationship problems with employees if simple raw data is used to make unfounded accusations. 
Achieving Operational Excellence: Creating a Simple Blog
Software Skills: Blog creation

Business skills: Blog and Web page design

This exercise will not turn students into professional bloggers (although it might), but it will give them a feel for its basic functions. Students are asked to create a simple blog using software available at Blogger.com.  Here are the elements they should include in their blog:

· Pick a sport, hobby, or topic of interest

· Name the blog, give it a title, and choose a template

· Post at least four entries

· Upload an image

· Add capabilities for other registered users

· Briefly describe how your blog could be useful to a company selling products or services 

· List the tools available to Blogger that would make your blog more useful for business and describe the business uses of each

Each student’s blog will differ, depending on the content and design they have chosen. What students should take away from this exercise is that blogs are becoming legitimate business tools and not just social time-wasters. Many companies now encourage employees to blog as a way to communicate with other employees, customers, suppliers, and business partners. Blogs are becoming a vital tool for virtual companies and work teams. 
Improving Decision Making: Using Internet Newsgroups for Online Market Research

Software Skills: Web browser software and Internet newsgroups

Business skills: Using Internet newsgroups to identify potential customers

Students are asked to explore the use of newsgroups to help sell products. By completing this exercise, students should understand that newsgroups are just another outlet that businesses can use to reach potential customers. 
Answers will vary considerably depending on how deeply students go into the Google site. They should notice however, that the site contains a list of “Sponsored Links,” and this could be an alternative to marketing their boots. Of course, there would be a fee, but they will pay for advertising eventually, and they would be attracting people directly interested in hiking boots.

Review Questions

1. What ethical, social, and political issues are raised by information systems?
Explain how ethical, social, and political issues are connected and give some examples.

Figure 12.1 can be used to answer this question.  Information technology has raised new possibilities for behavior for which laws and rules of acceptable conduct have not yet been developed.  The introduction of new information technology has a ripple effect, raising new ethical, social, and political issues that must be dealt with on the individual, social, and political levels.  Ethical, social, and political issues are closely related.  Ethical issues confront individuals who must choose a course of action, often in a situation in which two or more ethical principles are in conflict (a dilemma).  Social issues spring from ethical issues as societies develop expectations in individuals about the correct course of action.  Political issues spring from social conflict and are mainly concerned with using laws that prescribe behavior to create situations in which individuals behave correctly.

In giving examples, students can identify issues surrounding the five moral dimensions of the information age.  These include: information rights and obligations, property rights and obligations, accountability and control, system quality, and quality of life.

List and describe the key technological trends that heighten ethical concerns.
Table 12.2 summarizes the four key technological trends responsible for heightening ethical concerns.  These trends include:

· Computing power doubles every 18 months

· Rapidly declining data storage costs
· Data analysis advances

· Networking advances and the Internet

Increasing computer power, storage, and networking capabilities including the Internet can expand the reach of individual and organizational actions and magnify their impacts.  The ease and anonymity with which information can be communicated, copied, and manipulated in online environments are challenging traditional rules of right and wrong behavior.  

Differentiate between responsibility, accountability, and liability.
Responsibility is a key element of ethical actions.  Responsibility means that you accept the potential costs, duties, and obligations for the decisions you make.
Accountability is a feature of systems and social institutions.  It means that mechanisms are in place to determine who took responsible action.

Liability is a feature of political systems in which a body of laws is in place that permits individuals to recover the damages done to them by other actors, systems, or organizations.

2. What specific principles for conduct can be used to guide ethical decisions?  
List and describe the five steps in an ethical analysis.

The five steps in ethical analysis include:
· Identify and describe clearly the facts.
· Define the conflict or dilemma and identify the higher-order values involved.
· Identify the stakeholders.
· Identify the options that you can reasonably take.
· Identify the potential consequences of your options.
Identify and describe six ethical principles.
Six ethical principles are available to judge conduct.  These principles are derived independently from several cultural, religious, and intellectual traditions and include:

· Golden Rule.  Do unto others as you would have them do unto you

· Immanuel Kant’s Categorical Imperative.  If an action is not right for everyone to take, it is not right for anyone

· Descartes’ rule of change.  If an action cannot be taken repeatedly, it is not right to take at all

· Utilitarian Principle.  Take the action that achieves the higher or greater value

· Risk Aversion Principle.  Take the action that produces the least harm or the least potential cost

· “No free lunch” rule.  Assume that virtually all tangible and intangible objects are owned by someone else unless there is a specific declaration otherwise.

These principles should be used in conjunction with an ethical analysis to guide decision making.  The ethical analysis involves identifying the facts, values, stakeholders, options, and consequences of actions.  Once completed, you can consider which ethical principle to apply to a situation to arrive at a judgment.

3. Why do contemporary information systems technology and the Internet pose challenges to the protection of individual privacy and intellectual property?
Define privacy and fair information practices.
Privacy is the claim of individuals to be left alone, free from surveillance or interference from other individuals or organizations, including the state. Claims of privacy are also involved at the workplace.  
Fair information practices is a set of principles governing the collection and use of information about individuals.  FIP principles are based on the notion of a mutuality of interest between the record holder and the individual.

Explain how the Internet challenges the protection of individual privacy and intellectual property.
Contemporary information systems technology, including Internet technologies, challenges traditional regimens for protecting individual privacy and intellectual property.  Data storage and data analysis technology enables companies to easily gather personal data about individuals from many different sources and analyze these data to create detailed electronic profiles about individuals and their behaviors.  Data flowing over the Internet can be monitored at many points.  The activities of Web site visitors can be closely tracked using cookies and other Web monitoring tools.  Not all Web sites have strong privacy protection policies, and they do not always allow for informed consent regarding the use of personal information.    

Explain how informed consent, legislation, industry self-regulation, and technology tools help protect the individual privacy of Internet users.
The online industry prefers self-regulation rather than having state and federal governments passing legislation that tightens privacy protection.
In February 2009, the FTC began the process of extending its fair information practices doctrine to behavioral targeting. The FTC held hearings to discuss its program for voluntary industry principles for regulating behavioral targeting. The online advertising trade group Network Advertising Initiative (discussed later in this section), published its own self-regulatory principles that largely agreed with the FTC. Nevertheless, the government, privacy groups, and the online ad industry are still at loggerheads over two issues. Privacy advocates want both an opt-in policy at all sites and a national Do Not Track list. The industry opposes these moves and continues to insist on an opt-out capability being the only way to avoid tracking (Federal Trade Commission, 2009). Nevertheless, there is an emerging consensus among all parties that greater transparency and user control (especially making opt-out of tracking the default option) is required to deal with behavioral tracking. 

Privacy protections have also been added to recent laws deregulating financial services and safeguarding the maintenance and transmission of health information about individuals. The Gramm-Leach-Bliley Act of 1999, which repeals earlier restrictions on affiliations among banks, securities firms, and insurance companies, includes some privacy protection for consumers of financial services. All financial institutions are required to disclose their policies and practices for protecting the privacy of nonpublic personal information and to allow customers to opt out of information-sharing arrangements with nonaffiliated third parties.

The Health Insurance Portability and Accountability Act of 1996 (HIPAA), which took effect on April 14, 2003, includes privacy protection for medical records. The law gives patients access to their personal medical records maintained by healthcare providers, hospitals, and health insurers and the right to authorize how protected information about themselves can be used or disclosed. Doctors, hospitals, and other healthcare providers must limit the disclosure of personal information about patients to the minimum amount necessary to achieve a given purpose.

List and define three different regimes that protect intellectual property rights?  
Intellectual property is subject to a variety of protections under three different legal traditions:

· Trade secrets

· Copyright

· Patent law

Traditional copyright laws are insufficient to protect against software piracy because digital material can be copied so easily.  Internet technology also makes intellectual property even more difficult to protect because digital material can be copied easily and transmitted to many different locations simultaneously over the Net.  Web pages can be constructed easily using pieces of content from other Web sites without permission.

4. How have information systems affected everyday life?

Explain why it is so difficult to hold software services liable for failure or injury.
In general, insofar as computer software is part of a machine, and the machine injures someone physically or economically, the producer of the software and the operator can be held liable for damages. Insofar as the software acts like a book, storing and displaying information, courts have been reluctant to hold authors, publishers, and booksellers liable for contents (the exception being instances of fraud or defamation), and hence courts have been wary of holding software authors liable for booklike software.

In general, it is very difficult (if not impossible) to hold software producers liable for their software products that are considered to be like books, regardless of the physical or economic harm that results. Historically, print publishers, books, and periodicals have not been held liable because of fears that liability claims would interfere with First Amendment rights guaranteeing freedom of expression.

Software is very different from books. Software users may develop expectations of infallibility about software; software is less easily inspected than a book, and it is more difficult to compare with other software products for quality; software claims actually to perform a task rather than describe a task, as a book does; and people come to depend on services essentially based on software. Given the centrality of software to everyday life, the chances are excellent that liability law will extend its reach to include software even when the software merely provides an information service.

List and describe the principal causes of system quality problems?  
Three principle sources of poor system performance are:
· Software bugs and errors

· Hardware or facility failures caused by natural or other causes

· Poor input data quality

Zero defects in software code of any complexity cannot be achieved and the seriousness of remaining bugs cannot be estimated. Hence, there is a technological barrier to perfect software, and users must be aware of the potential for catastrophic failure. The software industry has not yet arrived at testing standards for producing software of acceptable but not perfect performance. Although software bugs and facility catastrophes are likely to be widely reported in the press, by far the most common source of business system failure is data quality. Few companies routinely measure the quality of their data, but individual organizations report data error rates ranging from 0.5 to 30 percent.

Name and describe four quality of life impacts of computers and information systems.  
Four quality of life impacts of computers and information systems include:

· Loss of jobs when computers replace workers or tasks become unnecessary in reengineered business processes.
· The potential exacerbation of socioeconomic disparities among different racial groups and social classes based on the ability to own and use a computer may be.

· Increased opportunities for computer crime and computer abuse due to widespread use of computers.
· Computer-created health problems, such as repetitive stress injury, computer vision syndrome, and technostress.

Define and describe technostress and repetitive stress injury (RSI) and explain their relationship to information technology.  

Technostress is defined as stress induced by computer use; symptoms include aggravation, hostility toward humans, impatience, and fatigue.  
Repetitive stress injury (RSI) occurs when muscle groups are forced through repetitive actions often with high-impact loads or tens of thousands of repetitions under low-impact loads. The condition is avoidable.  Three management actions that could reduce RSI injuries include:
· Designing workstations for a neutral wrist position, using proper monitor stands, and footrests all contribute to proper posture and reduced RSI.  

· Using ergonomically designed devices such as keyboards and mice are also options.

· Promoting and supporting frequent rest breaks and rotation of employees to different jobs.

Discussion Questions

1.  Should producers of software-based services, such as ATMs, be held liable for economic injuries suffered when their systems fail? 

If a system fails, it is foreseeable that the producers of the software-based services could potentially be held liable for economic injuries. This could even extend to systems that have been managed poorly and implemented unsuccessfully. They, too, have the potential to impact the company’s bottom line and subject producers of software-based services to liability. While the general rule is that they cannot be held liable for matters beyond their knowledge or control, this defense may not be available in some software guideline compliance programs. Thus, producers of software-based services need to be aware of and involved in the software compliance program. In addition, software vendors may face liability if they fail to advise licensees of latent problems in their software.

Software compliance is also an issue to be considered in due diligence conducted by any company involved, directly or indirectly, in investing or making loans to businesses with computer systems. Financial advisors, in particular, may be held liable even if they are unaware that a company is not in compliance when making financial recommendations. In connection with mergers or acquisitions of companies using date-sensitive software (as almost all are), software compliance is also a factor in due diligence. Basically, software compliance raises technical, contractual, and managerial issues. For a complete solution, the strategies for responding to them must be handled on a coordinated basis.


2.  Should companies be responsible for unemployment caused by their information systems?  Why or why not?
Answers for this question will vary, as will student discussion of the ethics of various issues in information systems, including social responsibility, environmental protection, privacy, individual rights, occupational safety and health, product liability, equality of opportunity, and the morality of capitalism.

This question provides an excellent opportunity for students to discuss American economist, Milton Friedman’s (Nobel Prize for economics, 1976, currently, senior research fellow at the Hoover Institution at Stanford University) famous statement that a business is in business to: “maximize shareholder wealth.”
Ask your students to discuss the following questions. What is the corporation? Do corporations, and more particularly the managers who represent them, have any responsibilities beyond seeking to maximize shareholder wealth? Is the term “business ethics” an oxymoron? What is the source of moral truth? These and other related questions provide the “grist” for the answer to this question.

Video Case Questions

You will find a video case illustrating some of the concepts in this chapter on the Laudon Web site at www.pearsonhighered.com/laudon along with questions to help you analyze the cases.

Collaboration and Teamwork: Developing a Corporate Ethics Code
With three or four of your classmates, develop a corporate ethics code on privacy that addresses both employee privacy and the privacy of customers and users of the corporate Web site. Be sure to consider e-mail privacy and employer monitoring of worksites, as well as corporate use of information about employees concerning their off-the-job behavior (e.g., lifestyle, marital arrangements, and so forth). If possible, use Google Sites to post links to Web pages, team communication announcements, and work assignments; to brainstorm; and to work collaboratively on project documents. Try to use Google Docs to develop your solution and presentation for the class.

There are a vast number of examples students can access on existing corporate Web sites to use as models. Elements they should include are:

· E-mail privacy and employer monitoring of Web surfing
· Corporate use of information about employees’ off-the-job behavior

Other items you may want to require for inclusion in the ethics code include:

· Protecting and using company intellectual property – trade secrets, copyrights, and patents

· Protecting and using corporate data – employees, customers, suppliers, and business partners

· Ensuring data quality and system quality
Answers will vary by individual groups, but should reflect the concepts presented in this chapter. The purpose of the exercise is to cause students to struggle with difficult, but vital, issues of privacy. They should view these issues not only as personal (privacy for themselves and their families) but also for our society (whichever country you are in) and for the world in general. 

Students should both understand that rights do not end when they walk through the door of their workplace, and they should also gain an appreciation of the complexities of these issues. In writing the code, students must remember to include the accountability and control dimension. 

Business Problem-Solving Case: Google, Microsoft, and IBM: The Health of Your Medical Records’ Privacy
1. What concepts in the chapter are illustrated in this case? Who are the stakeholders in this case?
Chapter concepts illustrated in this case include: 

· Responsibility – accepting the potential costs, duties, and obligations for decisions. Google must assume the bulk of responsibility for securing the data and ensuring it’s used only for authorized purposes.
· Accountability – a feature of systems and social institutions. It means that mechanisms are in place to determine who took responsible action. Again, Google must ensure accountability of its systems and those responsible for creating and maintaining the system.

· Liability – a feature of political systems in which a body of laws is in place that permits individuals to recover the damages done to them by other actors, systems, or organizations. Federal and state governments must pass and enforce laws protecting medical data and its uses. Google must assume liability for the system.

Of the five moral dimensions discussed in the chapter, at least three play a major role in the proposed system:

· Information rights and obligations

· Accountability and control

· System quality

Stakeholders in this case include patients and health-care consumers, doctors and other medical professionals, insurance companies, health-care related businesses like pharmaceutical companies, governments, and storage providers like Google, Microsoft and Revolution Health Group.
2. What are the problems with America’s current medical recordkeeping system? How would electronic medical records alleviate these problems? 
Current records are paper-based, making effective communications and access difficult. The current system for recording and storing medical information makes it difficult, if not impossible, to systematically examine and share the data. It’s also very expensive and time-consuming to maintain paper-based medical records.
Google’s proposed electronic medical record system would allow consumers to enter their basic medical data into an online repository and invite doctors to send relevant information to Google electronically. One feature of the system will include a “health profile” for medications, conditions, and allergies, reminder messages for prescription refills or doctor visits, directories for nearby doctors, and personalized health advice. The application will also be able to accept information from many different recordkeeping technologies currently in use by hospitals and other institutions. The intent of the system is to make patients’ records easily accessible—especially in emergencies—and more complete, and to streamline recordkeeping. 
3. What management, organization, and technology factors are most critical to the creation and development of electronic medical records?
Management: Electronic recordkeeping promises to reduce costs associated with maintaining health data. However, the upfront costs of implementation are daunting, especially for doctors who maintain individual, small practices. Managers would have to ensure data was not misused for purposes other than what is intended, particularly for profiling patients or to deny medical procedures. 

Organization: The new system promises to make data more organized and easier to retrieve. Organizations must ensure that data is not used for profiling and not used in the data analysis technology called nonobvious relationship awareness. Government, private, and non-profit organizations must pass new laws, similar to the HIPAA law, that provides adequate protection of consumer health data. That would help reassure patients and make them more likely to use the system. 
Technology: New systems must be able to mesh with other versions of medical record-keeping applications. The software must be created around universal standards making implementation easier and more efficient. Above all else, technology must be created to prevent security breaches. Systems must be available one-hundred percent of the time, especially to obtain medical information for emergency patients.
All three factors must work together to prevent privacy invasions and ensure medical data is not misused or abused. 
4. What are the pros and cons of electronic patient records? Do you think the concerns over digitizing our medical records are valid? Why or why not?
Pros of electronic patient records include more efficient access and dissemination of medical data, especially in emergencies. The costs of gathering, storing, and disseminating medical data promise to be lower with electronic health records. Electronic health records stand to provide much-needed organization and efficiency to the healthcare industry. Proponents of electronic health records argue that computer technology, once fully implemented, would enhance security rather than threaten it. 
Cons of electronic patient records, first and foremost, include privacy concerns over how the data will be captured, stored, and used. Security breaches already occur with some medical data systems and Google’s proposed system is subject to the same threats. People are worried that sensitive information legitimately accessible via electronic health records might lead to their losing health insurance or job opportunities. 
5. Should people entrust Google with their electronic medical records? Why or why not?
Student answers will vary according to how they view privacy, access to medical data, and lower costs. Some elements students should consider include:

· Google’s reassurances that its security is iron-tight and that businesses and individuals should have confidence in its ability to store and protect data. 

· Other business people’s concerns stemming from Google’s lack of transparency with security practices: “Businesses are hoping Google will pick the right tools to secure the infrastructure, but they have no assurances and no say in what it will pick.”
6. If you were in charge of designing an electronic medical recordkeeping system, what are some features you would include? What are features you would avoid?

Answers will vary based on students’ exposure to security systems and electronic recordkeeping systems. Some features that should be included are security, universal standards for gathering, storing, and disseminating data, and universal standards for transmission technologies. Some features to avoid may include unrestricted access to data and unencrypted transmissions. 
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