
Chapter 7
Securing Information Systems
Student Learning Objectives
1. Why are information systems vulnerable to destruction, error, and abuse?
2. What is the business value of security and control?
3. What are the components of an organizational framework for security and control?
4. What are the most important tools and technologies for safeguarding information resources?
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Teaching Suggestions

The opening case, “Boston Celtics Score Big Points Against Spyware,” shows the importance of information system security.  It points to the growing number of system vulnerabilities that threaten a typical organizational network, especially from mobile computing devices. The IT staff was forced to get aggressive against spyware and viruses introduced to the corporate IT system via laptops. Not only was network performance affected but the spyware was affecting the accessibility and performance of the Celtics’ proprietary statistical database.
The opening case also shows that no single approach to securing information systems is sufficient.  Businesses must continually upgrade their security software and try to stay one step ahead of hackers and computer criminals. Securing information systems from unauthorized access, abuse, destruction, or tampering of assets requires a combination of training, procedures, and technologies.  The cost and difficulty of using all of these must be balanced with the net benefits they provide the business in the form of greater customer trust, uninterrupted operations, compliance with government regulations, and protection of financial assets.

Section 7.1, “System Vulnerability and Abuse.” With so much data concentrated in electronic form and many procedures invisible through automation, computerized information systems are vulnerable to destruction, misuse, error, fraud, and hardware or software failures.  Corporate systems using the Internet are especially vulnerable because the Internet is designed to be an open system.  As wireless systems become more popular, security challenges associated with them increase exponentially. Internal corporate systems are just as vulnerable to malicious actions from insiders as they are from those outside the system.  This section closely examines how identity theft flourishes on the Internet. Most students have probably been a target of phishing and pharming techniques. Discuss with them how to identify and avoid these tactics. 
Ask your students to research some of the latest virus threats.  They can find information on viruses by visiting one of the following Web sites or simply using a search engine such as Google to research this request.

http://www.symantec.com/index.htm
http://mcafee.com
http://www.pandasecurity.com
Interactive Session: Organizations: The Worst Data Theft Ever
Case Study Questions:

1.  List and describe the security control weaknesses at Hannaford Bros. and TJX Companies.

Security control weaknesses at Hannaford Bros. and TJX Companies included:

· Using older versions of Microsoft SQL server database management software that allowed attackers to take control of the database with an SQL injection
· Weak wireless security that allowed thieves to scan wireless networks to identify vulnerabilities and then install sniffer programs 
· Old Wired Equivalent Privacy (WEP) encryption systems rather than the more secure Wi-Fi Protected Access (WPA) standard with more complex encryption

· Neglecting to install firewalls and data encryption on many of the computers that used wireless networks
· Not properly installing an additional layer of security software that the companies had purchased

· Unsecured networks the companies used to transmit unencrypted data to banks 

2.  What people, organization, and technology factors contributed to these problems?

All three elements of an effective technology infrastructure failed in this case.

People:  Apparently IT technicians were not concerned about security.  Executives made conscious decisions not to upgrade legacy systems that were vulnerable to security compromises.  Executives made the return on investment a more important measure of success than securing the IT infrastructure. 

Organization:  TJX apparently willfully violated the Payment Card Industry (PCI) Data Security Standard by holding onto data for years, rather than a short amount of time it actually needed.  The organization made the decision that complying with the PCI regulations and fortifying security did not provide a clear return on investment.  Although the PCI standards are rigorous, merchants who fail to abide by them remain eligible to process electronic payments. 

Technology:  TJX continued to use older legacy systems that were implemented before hackers were a serious threat, thereby creating a situation in which security could easily be compromised. The companies failed to follow the most basic security measures like installing antivirus software, upgrading wireless security, encrypting data, and creating and using access controls, and establishing information system controls (general and application).  In short, everything the companies could do wrong, they did.

3.  What was the business impact of TJX and Hannaford data losses on these companies and consumers?

TJX spent huge amounts of money investigating and repairing the security compromises on its system.  It also suffered from a loss of goodwill with its customers who vowed to never shop at its stores again.  Defending itself against lawsuits resulting from the data theft cost it millions of dollars in legal fees and lost income. Even without lawsuit liabilities, Forrester Research estimates that the cost to TJX for the data breach could surpass $1 billion over five years.
Consumers whose data was stolen suffered from fraudulent charges on their credit cards and bank accounts.  Banks, credit card networks, and merchants appear to be the biggest losers in this mess.  Over $75 million in fraud losses are attributed to 200,000 stolen credit card numbers. The credit card networks like MasterCard and Visa may have to spend $300 million just to replace the stolen cards, in addition to covering fraudulent purchases. 

4.  Were the solutions adopted by TJX and Hannaford effective? Why or why not?
Too little, too late.  TJX responded to the intrusion by launching an investigation with the assistance of a computer security firm. The company advised customers to monitor their accounts for fraudulent activities and established help centers for customers. One hopes the retail chain actually installed the necessary security safeguards to prevent a re-occurrence. Hannaford Bros. updated firewalls, installed a round-the-clock security monitoring and detection service from IBM, and also began encrypting traffic flowing over a private network from its store registers to its credit card processor.
5.  Who should be held liable for the losses caused by the use of fraudulent credit cards in this case?  TJX and Hannaford? The banks issuing the credit cards?  The consumers?  Justify your answer.

Lobbyists for banking associations are pushing for laws to place full financial responsibility for any credit card fraud-related losses on the company that allowed its security system to be breached. Most people feel that the companies who fail to protect data should be liable for the losses.
6.  What solutions would you suggest to prevent the problems?

Student answers will vary.  They should address security components such as installing security software on all network access points, wireless networks, and handheld devices.  Upgraded wireless security software should be installed and kept current.  The company should make security the highest priority. People need to be trained on security issues. The retailer needs to establish information system controls and then use them.

MIS In Action

Explore the Web site of the PCI Security Standards Council (www.pcisecuritystandards.org) and review the PCI Data Security Standard (PCI DSS).

1. Based on the details in this case study, how well was TJX complying with the PCI DSS? What requirements did it fail to meet?

It appears that TJX violated many of the PCI requirements:

· Requirements 2 and 6: It was still using the old Wired Equivalent Privacy encryption system.
· Requirement 1: It neglected to install firewalls and data encryption of many of the computers using the wireless network.

· Requirement 6: It did not properly install another layer of security software it had purchased.
· Requirement 4: It transmitted credit card data to banks without encryption.

· Requirement 3: TJX held onto data for years, rather than for the short amount of time the data were actually needed.
The following was copied from the PCI Security Standards Council Web site, Nov 2009
The PCI DSS, a set of comprehensive requirements for enhancing payment account data security, was developed by the founding payment brands of the PCI Security Standards Council, including American Express, Discover Financial Services, JCB International, MasterCard Worldwide and Visa Inc. International, to help facilitate the broad adoption of consistent data security measures on a global basis. 

The PCI DSS is a multifaceted security standard that includes requirements for security management, policies, procedures, network architecture, software design and other critical protective measures. This comprehensive standard is intended to help organizations proactively protect customer account data. 

The core of the PCI DSS is a group of principles and accompanying requirements, around which the specific elements of the DSS are organized:

· Build and Maintain a Secure Network
Requirement 1: Install and maintain a firewall configuration to protect cardholder data
Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters 

· Protect Cardholder Data
Requirement 3: Protect stored cardholder data
Requirement 4: Encrypt transmission of cardholder data across open, public networks 

· Maintain a Vulnerability Management Program
Requirement 5: Use and regularly update anti-virus software
Requirement 6: Develop and maintain secure systems and applications 

· Implement Strong Access Control Measures
Requirement 7: Restrict access to cardholder data by business need-to-know
Requirement 8: Assign a unique ID to each person with computer access
Requirement 9: Restrict physical access to cardholder data 

· Regularly Monitor and Test Networks
Requirement 10: Track and monitor all access to network resources and cardholder data
Requirement 11: Regularly test security systems and processes 

· Maintain an Information Security Policy
Requirement 12: Maintain a policy that addresses information security 

2. Would complying with this standard have prevented the theft of credit card data from TJX? Why or why not?
Student answers will probably vary. While it may not have prevented it altogether, adherence to the PCI standards probably would have made it much more difficult for thieves to obtain the credit card data from TJX. It would have definitely been much cheaper to comply with the standards than the millions of dollars TJX and Hannaford have spent to deal with the data thefts, including legal settlements, ongoing oversight, consultants, security upgrades, attorney fees, and additional marketing to reassure customers. 
Section 7.2, “Business Value of Security and Control.” Security and control are important but often neglected areas for information systems investments. The majority of companies today are naïve about how vulnerable their assets are. When developing and managing information security systems, the organization’s primary concern is acquiring new weapons to fight and win the battle for system security. Remind your students that knowledge is the best first line of defense against the army of hackers, frauds, tricksters, saboteurs, and thieves who threaten the organization’s precious information resources.  
Most students and professors alike have all been affected at one time or another with a software virus.  Ask students what virus they may have had on their computer systems, what problems it created for them, and how they were able to solve it.  

Section 7.3, “Establishing a Framework for Security and Control.” Firms must use appropriate technologies to effectively protect their information resources.  The best place to start is by establishing a well-defined set of general and application controls.  Ask your students to research what types of security and controls methods are employed by their university or workplace.  In groups, ask them to present their findings in class.

Security policies and acceptable use policies are only as good as their enforcement.  Many organizations, including universities, have acceptable use policies but unfortunately, not many people know they exist, read them, or abide by them. Have students research the acceptable use policy for the university and explain it to the other students.  Discuss the implications of following or not following the policy. 

Security audits, both internal and external, are more important than ever in helping to secure corporate information systems. The Enron/Anderson scandal, and the resultant federal laws, have resulted in positive changes to how executives and managers view security.  Stress this throughout the chapter as you discuss it with the students. 

Section 7.4, “Technologies and Tools for Protecting Information Resources.” While students or their employers may say they want software quality or controls in information systems, few want to be bothered with the extra steps that quality assurance requires, or the limits on their freedom, funds, and extra time it takes to install controls and security.
Discuss with students how biometrics, such as the use of fingerprint imaging, retinal scans, or voice maps to authenticate users, can increase security.  Ask your students to investigate the latest biometric systems and devices.  Students can begin their searches with companies like Sense Technologies Inc., Ethentica Inc., and Siemens Inc. 

Establishing a good framework for security and control requires skillful balancing of risks, rewards, and the firm’s operational capabilities.  Designing systems that are neither overcontrolled nor undercontrolled and implementing an effective security policy are major management challenges.  Solutions include making security and control a higher management priority and installing security awareness throughout the firm.  Key management decisions including determining an appropriate level of control for the organization and establishing standards for system accuracy and reliability.  Ask your students to read the information on developing a security policy at this web site:  http://www.sun.com/blueprints/1201/secpolicy.pdf and http://www.jisc.ac.uk/index.cfm?name=pub_smbp_infosec.  Ask them what they learned the most from these two readings.

This section introduces security issues about the increasingly popular cloud computing. While the basic concept of cloud computing sounds enticing, many of the security and control issues surrounding the technology should give great pause to many companies. 

Interactive Session: Technology: How Secure is the Cloud?

Case Study Questions

1. What security and control problems are described in this case?

There is a distinct lack of transparency with cloud computing providers. One of the biggest risks of cloud computing is that it is highly distributed. Cloud applications and application mash-ups reside in virtual libraries in large remote data centers and server farms that supply business services and data management for multiple corporate clients. Cloud computing providers often distribute work to data centers around the globe. Users may not know precisely where their data are being hosted nor where the data are stored. Because cloud computing is dispersed it’s difficult to track unauthorized activity. If data are stored on devices that also store other companies’ data, it’s important to ensure these stored data are encrypted as well.
2. What people, organization, and technology factors contribute to these problems?

People: Cloud computing users and cloud providers may fall short in fully understanding the security implications involved in the newest trend of distributed computing. Users are not investigating the providers enough and making sure the providers are meeting all the necessary security requirements. Providers are not being transparent enough in clearly specifying what security services they provide, how they protect data, and how they intend to meet corporate regulatory requirements. 
Organization: Cloud providers must use a fault-tolerant computer system which minimizes or eliminates downtime altogether by ensuring continuous availability of computing services. Cloud users need to pay attention to their own security practices, especially access controls. Cloud users should contract with a cloud vendor that is a public company, which is required by law to disclose how it manages information. 
Technology: Strong encryption technology is absolutely necessary for cloud computing. Network traffic can use secure sockets layer and secure hypertext transfer protocols. Two encryption methods that can be used for secure sessions between Internet client browser software and servers are symmetric key encryption and public key encryption. Data stored on cloud servers can be protected using firewalls, intrusion detection systems, antivirus and antispyware software, and unified threat management systems. 
3. How secure is cloud computing? Explain your answer.
Depending on which cloud provider is used, it may be difficult to fully understand how secure cloud computing is. Salesforce.com, as a public company, is required by law to disclose how it manages information. It has strict processes and guidelines for managing its data centers. Another option is to use a cloud provider that gives subscribers the option to choose where their cloud computing work takes place. 

Other companies like Amazon EC2 and Microsoft Azure are not liable for data losses or fines or other legal penalties when companies use their services. Both vendors offer guidance on how to use their cloud platforms securely, and they may still be able to protect data better than some companies’ home-grown facilities. 
Some cloud providers don’t meet current compliance requirements regarding security, and some of those providers, such as Amazon, have asserted that they don’t intend to meet those rules and won’t allow compliance auditors on-site. Some regulations call for proof that systems are securely managed, which may require confirmation from an independent audit. Large providers are unlikely to allow another company’s auditors to inspect their data centers. 
4. If you were in charge of your company’s information systems department, what issues would you want to clarify with prospective vendors?
Issues cloud users should clarify with prospective vendors include:
· Regardless of where data are stored or transferred, are users protected at a level that meets their corporate requirements?

· Does the cloud provider store and process data in specific jurisdictions according to the privacy rules of those jurisdictions?

· How does the cloud provider segregate corporate data from other companies?

· Ask for proof that encryption mechanisms are sound.

· How will the cloud provider respond if a disaster strikes, will the provider be able to completely restore data and how long will it take?
· Will the cloud provider submit to external audits and security certifications?
5. Would you entrust your corporate systems to a cloud computing provider? Why or why not?

Answers should incorporate the issues raised in Question 4 above. As enticing as cloud computing may be because it lowers TCO costs of IT infrastructures, some companies may need to stay away from it altogether.
MIS In Action

Go to www.trust.salesforce.com, then answer the following questions:

1. Click on Security and describe Salesforce.com’s security provisions. How helpful are these?
Salesforce.com understands that the confidentiality, integrity, and availability of our customers’ information are vital to their business operations and our own success. We use a multi-layered approach to protect that key information, constantly monitoring and improving our application, systems, and processes to meet the growing demands and challenges of security. (trust.salesforce.com Web site, Nov 2009)

Secure data centers: Our service is collocated in dedicated spaces at top-tier data centers. These facilities provide carrier-level support, including:

· Access control and physical security

· 24-hour manned security, including foot patrols and perimeter inspections

· Biometric scanning for access

· Dedicated concrete-walled Data Center rooms

· Computing equipment in access-controlled steel cages

· Video surveillance throughout facility and perimeter

· Building engineered for local seismic, storm, and flood risks

· Tracking of asset removal 

· Environmental controls

· Humidity and temperature control

· Redundant (N+1) cooling system 

· Power

· Underground utility power feed

· Redundant (N+1) CPS/UPS systems

· Redundant power distribution units (PDUs)

· Redundant (N+1) diesel generators with on-site diesel fuel storage

· Network

· Concrete vaults for fiber entry

· Redundant internal networks

· Network neutral; connects to all major carriers and located near major Internet hubs

· High bandwidth capacity

· Fire detection and suppression

· VESDA (very early smoke detection apparatus)

· Dual-alarmed, dual-interlock, multi-zone, pre-action dry pipe water-based fire suppression

Secure transmission and sessions: Connection to the Salesforce environment is via SSL 3.0/TLS 1.0, using global step-up certificates from Verisign, ensuring that our users have a secure connection from their browsers to our service. Individual user sessions are identified and re-verified with each transaction, using a unique token created at login

· Network protection

· Perimeter firewalls and edge routers block unused protocols

· Internal firewalls segregate traffic between the application and database tiers

· Intrusion detection sensors throughout the internal network report events to a security event management system for logging, alerts, and reports

· A third-party service provider continuously scans the network externally and alerts changes in baseline configuration

Disaster Recovery: The Salesforce service performs real-time replication to disk at each data center, and near real-time data replication between the production data center and the disaster recovery center
· Data are transmitted across encrypted links.

· Disaster recovery tests verify our projected recovery times and the integrity of the customer data

Backups: All data are backed up to tape at each data center, on a rotating schedule of incremental and full backups.

· The backups are cloned over secure links to a secure tape archive

· Tapes are not transported offsite and are securely destroyed when retired

Internal and Third-party testing and assessments: Salesforce.com tests all code for security vulnerabilities before release, and regularly scans our network and systems for vulnerabilities. Third-party assessments are also conducted regularly:

· Application vulnerability threat assessments

· Network vulnerability threat assessments

· Selected penetration testing and code review

· Security control framework review and testing 

Security Monitoring: Our Information Security department monitors notification from various sources and alerts from internal systems to identify and manage threats.

2. Click on Best Practices and describe what subscribing companies can do to tighten security. How helpful are these guidelines?
The Web site recommends these guidelines for subscribing companies:

· Administrators - Protect Your Company

· Implement IP Restrictions in Salesforce.com: A great tool for protecting your applications is restricting login to those IP addresses that you specifically approve.

· Consider Two-Factor Authentication

· User names and passwords are the most commonly used forms of authentication. Several technologies are available for second-level authorization, including requiring secure IT tokens. Note that this technology does not protect against “man-in-the-middle” attacks, where messages are intercepted. Also, applications that may be integrated with salesforce.com are not protected by two-factor authentication.

· Secure Employee Systems

· One of your goals is to keep email fraud from reaching your users in the first place. To help do that, secure all computers used by your employees.

· Update all users to the latest browser version.

· Deploy email filtering technology. Make sure you whitelist the salesforce.com IP address.

· Install and maintain desktop protection software on all user machines and keep all applications and definitions up to date.

· Strengthen Password Policies

· You can make passwords more secure and harder to break by requiring users to define complex passwords, setting up password expirations, and implementing lockouts.

· Require Secure Sessions

· By mandating that all sessions are encrypted and secure, you protect messages in transit.

· Decrease Session Timeout Thresholds

· Users sometimes leave their computers unattended or they don’t log off. You can protect your applications against unauthorized access by automatically closing sessions when there is no session activity for a period of time. The default timeout is 2 hours; you can set this value from between 30 minutes and 8 hours.

· Identify a Primary Security Contact

· Please identify a person in your company who is responsible for application security. He or she should have a thorough understanding of your security policies. Make this person your single point of contact for salesforce.com.

3. If you ran a business, would you feel confident about using Salesforce.com’s on-demand service? Why or why not?
Answers will vary but should address security components as well as a comparison to other services available, including in-house computing capacity.

Section 8.5, “Hands-On MIS.”
Management Decision Problems
1. K2 Network: operates online game sites that accommodate millions of players at once and played simultaneously by people all over the world. Prepare a security analysis for this Internet-based business. What kinds of threats should it anticipate? What would be their impact on the business? What steps can it take to prevent damage to its Web sites and continuing operations?
Threats include:

· Hackers and crackers

· File sharing over peer-to-peer networks

· Malware including worms and Trojan horses

· Denial-of-service attacks

· Botnet attacks on network servers

The company should determine the impact on its business by performing a risk assessment. Business managers working with information systems specialists should determine the value of information assets, points of vulnerability, the likely frequency of a problem, and the potential for damage. 

Steps the company can take to prevent damage include:

· Access controls prevent improper access to all of the organization’s systems by unauthorized insiders and outsiders.

· Firewalls prevent unauthorized users from accessing private networks. 

· Intrusion detection systems are full-time monitoring tools placed at the most vulnerable points or “hot spots” to detect and deter intruders.

· Antivirus/antispyware check computer systems and drives for the presence of computer viruses and spyware.

· Unified threat management systems combines all these tools into a single appliance. Since this seems to be a relatively small company, a UTM system would make security management much easier.
· Recovery-oriented computing is a design that enables the system to recover quickly and implement capabilities and tools to help operators pinpoint the sources of faults in multi-component system. 
2. Security analysis statistics: analyze high risk, medium risk, and low risk vulnerabilities by type of computing platform.
SECURITY VULNERABILITIES BY TYPE OF COMPUTING PLATFORM

	PLATFORM
	NUMBER OF COMPUTERS
	HIGH RISK
	MEDIUM RISK
	LOW RISK
	TOTAL VULNERABILITIES

	Windows Server (corporate applications)
	1
	11
	37
	19


	67

	Windows 7 Enterprise (high-level administrators)
	3
	56
	242
	87


	1155

	Linux (e-mail and printing services)
	1
	3
	154
	98


	255

	Sun Solaris (UNIX) (E-commerce and Web servers)
	2
	12
	299
	78


	778

	Windows 7 Enterprise user desktops and laptops 

with office productivity tools that can also be linked to

the corporate network running corporate applications

and intranet
	195
	14
	16
	1,237
	247,065


1. Calculate the total number of vulnerabilities for each platform. What is the potential impact of the security problems for each computing platform on the organization?
The total number of vulnerabilities for each platform is indicated in the far right column of the table. 
Potential impact of the security problems for each computing platform

· High risk vulnerabilities: Misuse of passwords allows hackers, crackers, and employees to access specific systems and files and steal data or change application programs; non-authorized users could change applications or enter corrupt or faulty data; unauthorized programs could corrupt data or programs

· Medium risk vulnerabilities: Obviously it’s not a good thing for users to be able to shut down systems – that should be restricted to high-level administrators; passwords and screen savers could allow viruses, worms, and Trojan horses to enter the system; outdated software versions make it more difficult to keep current software programs up-to-date and provide holes in which unauthorized users could enter a system

· Low risk vulnerabilities: User lack of knowledge is the single greatest cause of network security breaches. Password systems that are too easy or too difficult compromise system security and could create unintentional vulnerabilities from internal or external threats.
2. If you only have one information systems specialist in charge of security, which platforms should you address first in trying to eliminate these vulnerabilities? Second? Third? Last? Why?
· First platform to protect: Windows 7 Enterprise (high-level administrators) – administrators usually have access to areas that no other users have. The tasks that administrators perform affect the core operations of a system. 

· Second Platform to protect: Windows Server (corporate applications) – if the corporate applications are down or corrupted, the entire organization will be unable to conduct business

· Third platform to protect: Sun Solaris (UNIX) (E-commerce and Web servers) – after ensuring that internal operations are safe and secure, the next area to protect focuses on the ability to reach customers and for them to reach the company

· Fourth platform to protect: Windows Vista Ultimate user desktops and laptops – this area probably has fewer critical applications, files, and data than the corporate applications area.

· Last platform to protect: Linux (e-mail and printing services) – while it may be critical to a few users, it’s not likely the organization will suffer huge damage or losses if email and print services are down for a while.
3. Identify the types of control problems illustrated by these vulnerabilities and explain the measures that should be taken to solve them.
· General controls: govern the design, security, and use of computer programs and the security of data files in general throughout the organization’s information technology infrastructure. General controls apply to all computerized applications and consist of a combination of hardware, software, and manual procedures that create an overall control environment.

· Windows 7 Enterprise (high-level administrators)
· Sun Solaris (UNIX) (E-commerce and Web servers)
· Application controls: specific controls unique to each computerized application, such as payroll or order processing. They include both automated and manual procedures that ensure that only authorized data are completely and accurately processed by that application. Application controls can be classified as input controls, processing controls, and output controls. 

· Windows Server (corporate applications)
· Linux (email and printing services)
· Sun Solaris (UNIX) (E-commerce and Web servers)
· Windows 7 Enterprise user desktops and laptops
· Measures that should be taken to solve them include

· Create a security policy and an acceptable use policy

· Use authorization management systems

· Create a business continuity plan

· Complete an MIS audit that includes a security audit

· Apply access controls, firewalls, antivirus/antispyware to system

· Install an intrusion detection management system

· Determine if fault-tolerant or high availability computing is necessary
4. What does your firm risk by ignoring the security vulnerabilities identified?

Information systems are vulnerable to technical, organizational, and environmental threats from internal and external sources. Managers at all levels must make system security and reliability their number one priority. They must also impress upon all employees how important security is throughout the system. There are several ways the  business value of security and control can be measured: 
· the dollars a company spends to secure system

· the amount of money spent to recover from system fraud and abuse
· the lost revenue from system downtime

· the amount of money spent on legal claims against a company if it experiences security breaches

· the damage done to a company’s reputation 
Improving Decision Making: Using Spreadsheet Software to Perform a Security Risk Assessment

Software skills: Spreadsheet formulas and charts

Business skills: Risk assessment

Remind students that setting security policies and procedures really means developing a plan for how to deal with computer security.  One way to approach this task is:

· Look at what you are trying to protect

· Look at what you need to protect it from

· Determine how likely the threats are

· Implement measures that will protect your assets in a cost-effective manner

· Review the process continuously, and improve things every time a weakness is found.

Reports should focus most on the last two steps, but the first three are critically important to making effective decisions about security.  One old truism in security is that the cost of protecting yourself against a threat should be less than the cost of recovering if the threat were to strike you. Without reasonable knowledge of what you are protecting and what the likely threats are, following this rule could be difficult.

Answer to the questions can be found in the sample solution found in the Microsoft Excel file named ESS09ch07solutionfile.xls. 
Improving Decision Making: Evaluating Security Outsourcing Services
Software skills: Web browser and presentation software

Business skills: Evaluating business outsourcing services

· Present a brief summary of the arguments for and against outsourcing computer security for your company.

· Select two firms that offer computer security outsourcing services, and compare them and their services. 
· Prepare an electronic presentation for management summarizing your findings. Your presentation should make the case on whether or not your company should outsource computer security. If you believe your company should outsource, the presentation should identify which security outsourcing service should be selected and justify your selection.

Your students will provide several pros and cons to outsourcing. Most of them will conclude that the major pro would be a financial savings. As a con, they may say that finding a reliable contractor is not always an easy thing to do. Four companies that are proven business leaders are: Ansotech, Inc., Foundstone Enterprise, Counterpane Internet Security, and Panurgy.
Review Questions

1.  Why are information systems vulnerable to destruction, error, and abuse?

List and describe the most common threats against contemporary information systems.
The most common threats against contemporary information systems include: technical, organizational, and environmental factors compounded by poor management decisions.  Figure 7-1 includes the following: 

· Client (User): unauthorized accessing, introducing errors

· Communications: tapping, sniffing, message altering, theft and fraud, radiation

· Corporate servers: hacking, viruses and worms, theft and fraud, vandalism, denial of service attacks

· Corporate systems: theft of data, copying data, alteration of data, hardware failure, and software failure.  Power failures, floods, fires, or other natural disasters can also disrupt computer systems.

· Poor management decisions: poor safeguard design to protect valuable data from being lost, destroyed, or fall into the wrong hands.

Define malware and distinguish among a virus, a worm, and a Trojan horse.

Malware (malicious software) is any program or file that is harmful to a computer user. Thus, malware includes computer viruses, worms, Trojan horses, and also spyware programs that gather information about a computer user without permission.

· Virus: a program or programming code that replicates itself by being copied or initiating its copying to another program, computer boot sector, or document

· Worm: a self-replicating virus that does not alter files but resides in active memory and duplicates itself without human intervention
· Trojan horse: a program in which malicious or harmful code is contained inside apparently harmless programming or data; a Trojan horse is not itself a virus because it does not replicate but is often a way for viruses or other malicious code to be introduced into a computer system
Define a hacker and explain how hackers create security problems and damage systems.

A hacker is an individual who gains unauthorized access to a computer system by finding weaknesses in security protections used by Web sites and computer systems.  Hackers not only threaten the security of computer systems, but they also steal goods and information, as well as damage systems and commit cybervandalism. They may intentionally disrupt, deface, or even destroy a Web site or corporate information system.

Define computer crime. Provide two examples of crime in which computers are targets and two examples in which computers are used as instruments of crime.

The Department of Justice defines computer crime as “any violations of criminal law that involve a knowledge of computer technology for their perpetration, investigation, or prosecution.”  Computer crime is defined as the commission of illegal acts through the use of a computer or against a computer system.  Table 7-2 provides examples of computer crimes.  

Computers as targets of crime:

· Breaching the confidentiality of protected computerized data

· Accessing a computer system without authority

· Knowingly accessing a protected computer to commit fraud

· Intentionally accessing a protected computer and causing damage, negligently or deliberately

· Knowingly transmitting a program, program code, or command that intentionally causes damage to a protected computer

· Threatening to cause damage to a protected computer

Computers as instruments of crime:

· Theft of trade secrets

· Unauthorized copying of software or copyrighted intellectual property, such as articles, books, music, and video

· Schemes to defraud

· Using e-mail for threats or harassment

· Internationally attempting to intercept electronic communication

· Illegally accessing stored electronic communications, including e-mail and voice mail

· Transmitting or processing child pornography using a computer

Define identity theft and phishing and explain why identity theft is such a big problem today.
Identity theft is a crime in which an imposter obtains key pieces of personal information, such as social security identification, driver’s license, or credit card numbers, to impersonate someone else.  The information may be used to obtain credit, merchandise, or services in the name of the victim or to provide the thief with false credentials.  

It is a big problem today as the Internet has made it easy for identity thieves to use stolen information because goods can be purchased online without any personal interaction.  Credit card files are a major target of Web site hackers.  Moreover, e-commerce sites are wonderful sources of customer personal information that criminals can use to establish a new identity and credit for their own purposes.

Phishing involves setting up fake Web sites or sending e-mail messages that look like those of legitimate businesses to ask users for confidential personal data.  The e-mail instructs recipients to update or confirm records by providing social security numbers, bank and credit card information, and other confidential data either by responding to the e-mail message or by entering the information at a bogus Web site.  New phishing techniques such as evil twins and pharming are very hard to detect.

Describe the security and system reliability problems created by employees.

The largest financial threats to business institutions come from employees.  Some of the largest disruptions to service, destruction of e-commerce sites, and diversion of customer credit data and personal information have come from insiders.  Employees have access to privileged information, and in the presence of sloppy internal security procedures, they are often able to roam throughout an organization’s systems without leaving a trace. 

Many employees forget their passwords to access computer systems or allow other coworkers to use them, which compromises the system.  Malicious intruders seeking system access sometimes trick employees into revealing their passwords by pretending to be legitimate members of the company in need of information (social engineering).  Employees can introduce errors by entering faulty data or by not following proper instructions for processing data and using computer equipment.  Information specialists can also create software errors as they design and develop new software or maintain existing programs.

Explain how software defects affect system reliability and security.

The software can fail to perform, perform erratically, or give erroneous results because of undetected bugs.  A control system that fails to perform can mean medical equipment that fails or telephones that do not carry messages or allow access to the Internet.  A business system that fails means customers are under- or over-billed.  Or, it could mean that the business orders more inventory than it needs. Or an automobile’s braking system may fail.
Bugs or defects created by incorrect design procedures or processes cause major quality problems.    The other problem is maintenance of old programs caused by organizational changes, system design flaws, and software complexity.  Bugs in even mildly complex programs can be impossible to find in testing, making them hidden bombs.  

2.  What is the business value of security and control?

Explain how security and control provide value for businesses.

Security refers to the policies, procedures, and technical measures used to prevent unauthorized access, alteration, theft, or physical damage to information systems.

Controls consist of all the methods, policies, and organizational procedures that ensure the safety of the organization’s assets; the accuracy and reliability of its account records; and operational adherence to management standards.
There are two important ways the security and control of information systems provide value to a firm:

· Protecting valuable information assets: confidential information about individuals' taxes, financial assets, medical records, and job performance reviews; corporate operations, including trade secrets, new product developments plans, and marketing strategies; government systems may store information on weapons systems, intelligence operations, and military targets. The repercussions can be devastating if these information assets are lost, destroyed, or placed in the wrong hands.

· Reducing the threat of serious legal liability: failure to protect internal information and that of customers, employees, and business partners may open a firm to costly litigation for data exposure or theft. Failing to take appropriate protective action to prevent loss of confidential information, data corruption, or breach of privacy can cause legal liabilities for an organization. 
Describe the relationship between security and control and recent U.S. government regulatory requirements and computer forensics.

Legal actions requiring electronic evidence and computer forensics also require firms to pay more attention to security and electronic records management.  Computer forensics is the scientific collection, examination, authentication, preservation, and analysis of data held on or retrieved from computer storage media in such a way that the information can be used as evidence in the court of law.  It deals with the following problems:

· Recovering data from computers while preserving evidential integrity

· Securely storing and handling recovered electronic data

· Finding significant information in a large volume of electronic data

· Presenting the information to a court of law

Recent U.S. government regulatory requirements include:

· Health Insurance Portability and Accountability Act (HIPAA)

· Gramm-Leach-Bliley Act

· Sarbanes-Oxley Act

These laws require companies to practice stringent electronic records management and adhere to strict standards for security, privacy, and control.

3.  What are the components of an organizational framework for security and control?
Define general controls and describe each type of general control.
General controls govern the design, security, and use of computer programs and the security of data files in general throughout the organization’s information technology infrastructure. They apply to all computerized applications and consist of a combination of hardware, software, and manual procedures that create an overall control environment.

Table 7.3 describes each type of general control.
Define application controls and describe each type of application control.
Application controls are specific controls unique to each computerized application.  They include both automated and manual procedures that ensure that only authorized data are completely and accurately processed by that application.
Application controls can be classified as: 

· input controls which check data for accuracy and completeness when they enter the system.  There are specific input controls for input authorization, data conversion, data editing, and error handling.

· processing controls which establish that data are complete and accurate during updating.

· output controls which ensure that the results of computer processing are accurate, complete, and properly distributed.

Describe the function of risk assessment and explain how it is conducted for information systems.

A risk assessment determines the level of risk to the firm if a specific activity or process is not properly controlled.  Business managers working with information systems specialists can determine the value of information assets, points of vulnerability, the likely frequency of a problem, and the potential for damage.  Controls can be adjusted or added to focus on the areas of greatest risk.  An organization does not want to over-control areas where risk is low and under-control areas where risk is high.

Security risk analysis involves determining what you need to protect, what you need to protect it from, and how to protect it.  It is the process of examining all of the firm’s risks, and ranking those risks by level of severity.  This process involves making cost-effective decisions on what you want to protect.  There are two elements of a risk analysis:  (1) identifying the assets and (2) identifying the threats.   For each asset, the basic goals of security are availability, confidentiality, and integrity.  Each threat should be examined with an eye on how the threat could affect these areas.  One step in a risk analysis is to identify all the things that need to be protected.  Some things are obvious, like all the various pieces of hardware, but some are overlooked, such as the people who actually use the systems.  The essential point is to list all things that could be affected by a security problem.  

Define and describe the following:  security policy, acceptable use policy, authorization policy.

A security policy consists of statements ranking information risks, identifying acceptable security goals, and identifying the mechanisms for achieving these goals.  The security policy drives policies determining acceptable use of the firm’s information resources and which members of the company have access to its information assets.

An acceptable use policy (AUP) defines acceptable uses of the firm’s information resources and computing equipment, including desktop and laptop computers, wireless devices, telephones, and the Internet.  The policy should clarify company policy regarding privacy, user responsibility, and personal use of company equipment and networks. A good AUP defines unacceptable and acceptable actions for each user and specifies consequences for noncompliance.

Authorization policy determines differing levels of access to information assets for different levels of users.  Authorization management systems establish where and when a user is permitted to access certain parts of a Web site or a corporate database.  Such systems allow each user access only to those portions of a system that person is permitted to enter, based on information established by a set of access rules.

Explain how MIS auditing promotes security and control.

Comprehensive and systematic MIS auditing organizations determine the effectiveness of security and controls for their information systems.  An MIS audit identifies all of the controls that govern individual information systems and assesses their effectiveness.  Control weaknesses and their probability of occurrence will be noted.  The results of the audit can be used as guidelines for strengthening controls, if required.
4.  What are the most important tools and technologies for safeguarding information resources?

Name and describe three authentication methods.

Authentication refers to the ability to know that a person is who he or she claims to be. Some methods are described below:

· What you know: Passwords known only to the authorized users.

· What you have: 

· Token is a physical device that is designed to provide the identity of a single user

· Smart card is a device that contains a chip formatted with access permission and other data.

· What you are: Biometrics is based on the measurement of a physical or behavioral trait that makes each individual unique.

Describe the roles of firewalls, intrusion detection systems, and antivirus software in promoting security.

A firewall is a combination of hardware and software that controls the flow of incoming and outgoing network traffic.  Firewalls prevent unauthorized users from accessing internal networks.  They protect internal systems by monitoring packets for the wrong source or destination, or by offering a proxy server with no access to the internal documents and systems, or by restricting the types of messages that get through, for example, e-mail.  Further, many authentication controls have been added for Web pages as part of firewalls.  

Intrusion detection systems monitor the most vulnerable points or “hot spots” in a network to detect and deter unauthorized intruders.  These systems monitor events as they happen to look for security attacks in progress.  Sometimes they can be programmed to shut down a particularly sensitive part of a network if it receives unauthorized traffic.

Antivirus software is designed to check computer systems and drives for the presence of computer viruses and worms and often eliminates the malicious software, whereas antispyware software combats intrusive and harmful spyware programs.  Often the software can eliminate the virus from the infected area.  To be effective, antivirus software must be continually updated.
Explain how encryption protects information.

Encryption, the coding and scrambling of messages, is a widely used technology for securing electronic transmissions over the Internet and over Wi-Fi networks.  Encryption offers protection by keeping messages or packets hidden from the view of unauthorized readers.  Encryption is crucial for ensuring the success of electronic commerce between the organization and its customers and between the organization and its vendors.
Describe the role of encryption and digital certificates in a public key infrastructure.

Digital certificates combined with public key encryption provide further protection of electronic transactions by authenticating a user’s identify.  Digital certificates are data fields used to establish the identity of the sender and to provide the receiver with the means to encode a reply.  These use a trusted third party known as a certificate authority to validate a user’s identity.  Both digital signatures and digital certificates play a role in authentication.  Authentication refers to the ability of each party to know that the other parties are who they claim to be.   

Distinguish between fault-toleraant and high-availability computing, and between disaster recovery planning and business continuity planning.

Fault-tolerant computer systems contain redundant hardware, software, and power supply components that can back the system up and keep it running to prevent system failure.  Some systems simply cannot be allowed to stop, such as stock market systems or some systems in hospitals.  Fault-tolerant computers contain extra memory chips, processors, and disk storage devices to backup a system and keep it running to prevent failure.  They also can use special software routings or self-checking logic built into their circuitry to detect hardware failures and automatically switch to a backup device. 

High-availability computing, though also designed to maximize application and system availability, helps firms recover quickly from a crash.  Fault tolerance promises continuous availability and the elimination of recovery time altogether. High-availability computing environments are a minimum requirement for firms with heavy electronic commerce processing requirements or for firms that depend on digital networks for their internal operations.

Disaster recovery planning devises plans for the restoration of computing and communications services after they have been disrupted by an event such as an earthquake, flood, or terrorist attack.  Disaster recovery plans focus primarily on the technical issues involved in keeping systems up and running, such as which files to back up and the maintenance of backup computer systems or disaster recovery services.

Business continuity planning focuses on how the company can restore business operations after a disaster strikes.  The business continuity plan identifies critical business processes and determines action plans for handling mission-critical functions if systems go down.
Identify and describe the security problems posed by cloud computing.
Accountability and responsibility for protection of sensitive data reside with the company owning that data even though it’s stored offsite. The company needs to make sure its data are protected at a level that meets corporate requirements. The company should stipulate to the cloud provider how its data are stored and processed in specific jurisdictions according to the privacy rules of those jurisdictions. The company needs to verify with the cloud provider how its corporate data are segregated from data belonging to other companies and ask for proof that encryption mechanisms are sound. The company needs to verify how the cloud provider will respond if a disaster strikes. Will the cloud provider be able to completely restore the company’s data and how long will that take? Will the cloud provider submit to external audits and security certifications? 
Describe measures for improving software quality and reliability.
Using software metrics and rigorous software testing are two measure for improving software quality and reliability.

Software metrics are objective assesments of the system in the form of quantified measurements. Metrics allow an information systems department and end users to jointly measure the performance of a system and identify problems as they occur. Metrics must be carefully designed, formal, objective, and used consistently.  Examples of software metrics include:

· Number of transactions that can be processed in a specified unit of time

· Online response time

· Number of known bugs per hundred lines of program code

Early, regular, and thorough testing will contribute significantly to system quality. Testing can prove the correctness of work but also uncover errors that always exist in software.  Testing can be accomplished through the use of:
· Walkthroughs: a review of a specification or design document by a small group of people

· Coding walkthroughs: once developers start writing software, these can be used to review program code

· Debugging: when errors are discovered, the source is found and eliminated

Discussion Questions

1. Security isn’t simply a technology issue, it’s a business issue. Discuss. 

Computer systems, of course, are composed of a number of technological marvels.  As any asset in an organization, they need to be kept secure.  A company’s core capabilities and business processes are vital in today’s digital world.  Technology plays an increasing and vital role in our daily life and firms need to make these systems secure.  Securing these systems refer to the policies, procedures, and technical measures used to prevent unauthorized access, alteration, theft, or physical damage to the information systems.  On the other hand, technology is not the key issue in information systems security and control.  The technology provides a foundation, but in the absence of intelligent management policies, even the best technology can be easily defeated.  Protection of information resources requires a sound security policy and set of controls.  A business policy specifies best practices in information systems security and control, including security policy, business continuity planning, physical security, access control, compliance, and creating a security function within the organization.  Without secure systems, no business will function for very long.

2. If you were developing a business continuity plan for your company, where would you start?  What aspects of the business would the plan address? 

Business managers and information technology specialists need to work together to determine which systems and business processes are most critical to the company.  They must conduct a business impact analysis to identify the firm’s most critical systems and the impact a systems outage would have on the business.  Management must determine the maximum amount of time the business can survive with its systems down and which parts of the business must be restored first.

Students should be encouraged to search the Internet for examples of business continuity plans.  An example of what topics need to be covered in developing a business continuity plan can be found at the following Web site: http://www.yourwindow.to/business-continuity/bcpindex.htm.
Video Cases

You will find a video case illustrating some of the concepts in this chapter on the Laudon Web site at www.pearsonhighered.com/laudon along with questions to help you analyze the cases.

Collaboration and Teamwork: Evaluating Security Software Tools
With a group of three or four students, use the Web to research and evaluate security products from two competing vendors, such as antivirus software, firewalls, or antispyware software.  For each product, describe its capabilities, for what types of businesses it is best suited, and its cost to purchase and install.  Which is the best product?  Why? If possible, use Google Sites to post links to Web pages, team communication announcements, and work assignments; to brainstorm; and to work collaboratively on project documents. Try to use Google Docs to develop a presentation of your findings for the class.
There are literally dozens of products from different vendors that can be researched in answering this question.  Below are some links to some of the more popular vendors and their product offerings.  

http://antivirus-software.6starreviews.com/?Refer=Goog&Keyword=antivirus%20software
http://www.symantecstore.com
http://mcafee.com
http://www.pandasecurity.com
http://www.trendmicro.com
Business Problem-Solving Case: Are We Ready for Cyberwarfare?
1. Is cyberwarfare a serious problem? Why or why not?

Cyberwarfare poses a unique and daunting set of challenges for security experts, not only in detecting and preventing intrusions but also in tracking down perpetrators and bringing them to justice. The most prominent threats so far include:

· Successful attacks on the FAA airline system, including one in 2006 that partially shut down air traffic data systems in Alaska.
· Intruders successfully penetrated the Pentagon’s $300 billion Joint Strike Fighter project and stole several terabytes of data related to design and electronics systems.
· Cyberspies infiltrated the U.S. electrical grid in April 2009 and left behind software programs whose purpose is unclear.
· An act of cyberwar against a critical resource such as the electric grid, financial system, or communication systems would likely be devastating.
2. Assess the people, organization, and technology factors that have created this problem.
People: For cybercriminals, the benefit of cyberwarfare is that they can compete with traditional superpowers for a fraction of the cost of other types of warfare. Because more and more modern technological infrastructure will rely on the Internet to function, cyberwarriors will have no shortage of targets at which to take aim.  Users of targeted systems are still too careless about security and don’t do enough to help protect sensitive systems. 
Organization: The U.S. has no clear policy about how the country would respond to a catastrophic level of a cyberattack. Even though the U.S. Congress is considering legislation to toughen cybersecurity standards, the standards will likely be insufficient to defend against attacks. The organization of U.S. cybersecurity is messy, with no clear leader among intelligence agencies. 
Technology: While the U.S. is currently at the forefront of cyberwarfare technologies, it’s unlikely to maintain technological dominance because of the relatively low cost of the technologies needed to mount these types of attacks. Secret surveillance software can be installed on unprotected systems and can access files and e-mail thus spreading itself to other systems. Tracing identities of specific attackers through cyberspace is next to impossible, making deniability of suspected intruders simple.
3. What solutions have been proposed? Do you think they will be effective? Why or why not?

Proposed solutions include the following along with an assessment of their effectiveness:
· Congress is considering legislation that would require all critical infrastructure companies to meet newer, tougher cybersecurity standards. As cyberwarfare technologies develop and become more advanced, the standards imposed by this legislation will likely be insufficient to defend against attacks. 
· Secretary of Defense Gates ordered the creation of Cybercom, the first headquarters designed to coordinate government cybersecurity efforts. It will coordinate the operation and protection of military and Pentagon computer networks. It will coordinate efforts to restrict access to government computers and protect systems that run the stock exchanges, clear global banking transactions, and manage the air traffic control system. Its ultimate goal will be to prevent catastrophic cyberattacks against the U.S. Some insiders suggest that it might not be able to effectively organize the governmental agencies without direct access to the President, which it currently lacks. 
· Because spy agencies like the CIA are prohibited by law from acting on American soil, some people are proposing to entrust some of the cyberwarfare work to private defense contractors. There is no effective way for a domestic agency to conduct computer operations without entering prohibited networks within the U.S. or even conduct investigations in countries that are American allies. Preventing terrorist or cyberwar attacks may require examining some email messages from other countries or giving intelligence agencies more access to networks or Internet service providers. 
4. Are there other solutions for this problem that should be pursued? What are they?

It’s unclear as to how strong the United States’ offensive capabilities for cyberwarfare are. The government closely guards this information, almost all of which is classified. But former military and intelligence officials indicate that our cyberwarfare capabilities have dramatically increased in sophistication in the past year or two. Because tracking cybercriminals has proven so difficult, it may be that the best defense is a strong offense. 
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